
How (and why) your QA team can save the day



Greetings!

● Gilad Katzir

● Security researcher at Wix.com

● Live in Tel-Aviv

● PII fanatic, Statistics enthusiastic, Strong believer in QA Security 



Authorization 101
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Happy flow
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Common mistake
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Easy Exploit

/api/mycart?user=morty

+ token

Morty’s cart info

/api/mycart?user=evil_morty
+ token

Evil Morty’s cart info

/api/mycart?user=morty

+ token

Morty’s cart info



Let's start with a demo...



Access control 101

token userid role

/api/new_product

token

role200 Ok

+ token
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token userid role

rick adminGrj5..



Access control 101

token userid role

/api/new_product

token

403 unauthorized

+ token

Low

token userid role

bug lowGrj5..



Forceful browsing 

token userid role

/api/new_product

token

200 ok

+ token

Low

token userid role

bug lowGrj5..
Yes!



All Shapes and Sizes

● Parameter Tampering

● Forceful Browsing 

● Forgotten/Hidden content

○ Default components

○ URL guessing

● Horizontal/Vertical



No problem – our programmers are great!

● This is basic, should be easy

● There is always this one endpoint that was missed

● Microservices are the worst!

○ Dozens of requests, single button click.

○ RESTful API - Different restriction for different method (PATCH, 

UPDATE, PUT, GET).



So to sum things up

● ~x1000 of endpoints.

● Specific business logic for each endpoint

● Multiple roles/tenants

● All tests need to be manual

● And…



You only have 4 security analysts



QA to the rescue!

• Pure business logic bug

• Intimate knowledge

• manually testing

• No need for special security skills

• “Quality Assurance” definition

• We still have one problem though...  



Introducing Autorize



My two cents

• Security is everyone’s job

• Sometimes it only takes one small mistake




